Lab1: Bring up "Virtualized" x86 System

CSE4009: System Programming



Overview

e Download and Install VirtualBox

 Download Linux Server Image (Ubuntu 22.04)

Create New Virtual Machine (VM) Instance

Install Linux Server
e Setup Lab Environment

* Your VM as an x86 System



Download and Install Virtual Box

e VirtualBox

e https://www.virtualbox.org

* Oracle provides another download page

e UTM if you use Mx Apple Silicon (ARM)
e https://mac.getutm.app

* Make sure your VM is set in "emulate" mode (not virtualize mode)

e The virtual machine (x86-64) on your computer (aarch64, ARM)


https://www.virtualbox.org/
https://www.virtualbox.org/
https://mac.getutm.app/
https://mac.getutm.app/

Download Linux Image (Ubuntu 22.04 LTS)

e https://releases.ubuntu.com/22.04/

* You may need a server Image (not desktop)
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ubuntu® releases

releases.ubuntu.com £ N}

Ubuntu 22.04.5 LTS (Jammy Jellyfish)

Select an image

Ubuntu is distributed on three types of images described below.

Desktop image

The desktop image allows you to try Ubuntu without changing
your computer at all, and at your option to install it
permanently later. This type of image is what most people will
want to use. You will need at least 1024MiB of RAM to install
from this image.

Server install image

The server install image allows you to install Ubuntu
permanently on a computer for use as a server. It will not
install a graphical user interface.

64-bit PC (AMD64) desktop image

Choose this if you have a computer based on the AMD64 or
EM64T architecture (e.g., Athlon64, Opteron, EM64T Xeon, Core
2). Choose this if you are at all unsure.

64-bit PC (AMD64) server install image

Choose this if you have a computer based on the AMD64 or
EM64T architecture (e.g., Athlon64, Opteron, EM64T Xeon, Core
2). Choose this if you are at all unsure.



https://releases.ubuntu.com/22.04/
https://releases.ubuntu.com/22.04/

Alternative: Ubuntu For Apple Silicon

e https://releases.ubuntu.com/22.04/
e The installation image MUST be for x86, not Aarch64(ARM)

[ [ 0O v < = ubuntu.com 2= X¢) @ @ + @

Canonical Ubuntu Products Js es Support v Community v Download Ubuntu v All Canonical v Signin  Q

€ Downloads Desktop Server Core Cloud

I Ubuntu 24.04.3 LTS includes support for the very latest ARM-based server systems

‘ b U n tU Se I'VE l' FO l' A RM powered by certified 64-bit processors.

Develop and test using over 50,000 software packages and runtimes — including
Go, Java, Javascript, PHP, Python and Ruby — and deploy at scale using our
complete scale-out management suite including MAAS and Juju. Ubuntu delivers
server-grade performance on ARM, while fully retaining the reliable and familiar
Ubuntu experience.

Ubuntu Server This is the default ISO image of the Ubuntu Server installer.

Download 24.04.3 LTS Download 25.04

Alternative and previous releases» How to install>

Ubuntu Server (64k page size) This ISO image is suited for servers with ample memory running memory-intensive
applications.
Download 24.04.3 LTS (64k page size) | | Download 25.04 (64k page size)

Find out if 64k page size is for you»

Ubuntu Server for ARM includes everything you are looking for in a server

CO ﬂ ta | ﬂ e rS, d a ta baSE‘S, We b operating system, including:
and more

@ The LXD container hypervisor, giving you instant access to isolated, secured
environments running with bare-metal performance.



https://releases.ubuntu.com/22.04/
https://releases.ubuntu.com/22.04/

Create Virtual Machine (VM

) instance

* Press "New” Button
* Make sure your VM is set to 64-bit

| NN Oracle VM VirtualBox Manager
ggﬁ Tools {:} g\«._,} Z
New Settings Start
8™ Ubuntu Q= = General
, © powered Off Qe Name: Ubuntu
Operating System: Ubuntu (64-bit)
(=] System

Base Memory: 8192 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration: VT-x/AMD-V, Nested Paging, KVM
Paravirtualization

[H] pisplay

Video Memory: 20 MB
Scale-factor: 2.00
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Master: [Optical Drive] Empty
Controller: SATA

SATA Port 0: Ubuntu.vdi (Normal, 10.00 GB)

({0 Audio

Host Driver: CoreAudio
Controller: ICH AC97

“F Network

Adantar 1. Intal DDNMNNN MT Naclkian (AAT)
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Alternative: Create VM instance for UTM

* Press "New” Button

* Make sure your VM is set in emulate mode (x86 system on ARM)

[ JON ) ) + utMm
® (0 + ut™
Welcome to UTM
Start
@ @ ccccc .
Create a New Browse UTM Gall¢ ® VI rtua“ze
Virtual Machine Faster, but can only run the native CPU architecture.
Q0 Emulate
Slower, but can run other CPU architectures.
@ @ Gallery
User Guide Support Existing
™ Open...
Download prebuilt from UTM Gallery... )



Configure Virtual Machine (VM) instance

e Select Linux — Ubuntu (64-bit)

Oracle VM VirtualBox Manager

ﬂ_" -
88 ﬁ S Name and operating system
Please choose a descriptive name and destination folder for the new
Ubuntu virtual machine and select the type of operating system you intend to
@ Powe install on it. The name you choose will be used throughout VirtualBox to

identify this machine.

Name: |CSE4009)|

Machine Folder: | | /Users/woongsul/VirtualBox VMs

Type: Linux

Ny O

Version: Ubuntu (64-bit)

Expert Mode Go Back W Cancel

Storage

Controller: IDE

IDE Secondary Master: [Optical Drive] Empty
Controller: SATA

SATA Port 0: Ubuntu.vdi (Normal, 10.00 GB)
(0 Audio

Host Driver: CoreAudio
Controller:  ICH AC97

=F Network

Adantar 1. Intal DDAMNANN MT Naclian (AAT)



Configure Virtual Machine (VM) instance

* You can adjust memory size and processor count at "Settings"

* My example

* Processor: 6 out of 12 cores
* Memory: 8192 MiB out of 16 GiB

e Storage:20GiB ° °

il

Tools

Oracle VM VirtualBox Manager

{2

New Settings
&N Ubuntu Qe =] General
- J =
© Powered Off Q= Name:

_ Operating System: Ubuntu (64-bit)

E] System

Base Memory:
Boot Order:
Acceleration:

=

v
Start

~ ™| preview
Ubuntu

8192 MB |
Floppy, Optical, Hard Disk

VT-x/AMD-V, Nested Paging, KVM
Paravirtualization

(] Display

Video Memory: 20 MB
Scale-factor: 2.00
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port 0:

(0 Audio

Host Driver: CoreAudio
Controller: ICH AC97

= .. .

Ubuntu.vdi (Normal, 10.00 GB)



Install ubuntu Server

e Start VM instance with Linux Server Image

= o w0

General System Display Storage Audio

Storage Devices

45 Controller: SATA
CSE4009.vdi

Nracrla \/AM \YirtnalRav AMananar

CSE4009 - Storage

w > O

Network Ports Shared Folders User Interface

Attributes

Optical Drive: = IDE Secondary Master

Live CD/DVD
Information
Type: --
Size: --
Location: --
Attached to: --
Cancel

‘Adapter 1: Intel PRU/TUUU M1 Desktop (NAT)

Hol

E Preview

I |

Choose/Create a Virtual Optical Disk...

Choose a disk file...

Remove Disk from Virtual Drive

| J
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Install ubuntu Server

e Start your VM with the downloaded install image

* Except for the next slides, skip most of it or use the default options

Language

Amharic
Arabic
Asturianu
Benapyckadq
BrArapckn
Bengali
Tibetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha
E A ANULKD

Esperanto
Espafiol
Eesti
Euskara
Sl
Suomi

F2 Languag

F3 Keymap

Francais
Gaeilge
Galego
Gujarati
na1

Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano
AAE
ddgm"j@ﬂ
Kazak
Khmer

B3 S0
=04
Kurdi

Lao
Lietuviskai
Latwiski

F4 Modes

F5 Accessibility

MakeaoHCKK
Halayalam
Marathi
Burmese
Nepali
Nederlands
Norsk hokmal
Norsk nynorsk
Punjabi (Gurmukhi)
Polski
Fortugués do Brasil
Portugués
Romana

Py CCKWIA
Samegillii

2 02 @
Slovencina
Slovenscina
shoip

CPACEW
svenska

Qokdys

Tamil
SRR
TOWK

Thai
Tagalog
Tlrkce
Uyghur
YKpalHCeKa
Tigng viét
o7 (] 440
7 (2R

F6 Other Options

= & @ (#] Left 38




Install ubuntu Server

° Setup your account

Profile setup

The name it uses when it talks to other computers.

Pick a 1 (M=

Choose a password:

Confirm your p rd:

[ Done

Qokdys EHild@ R Leftx
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Install ubuntu Server

* Check OpenSSH server

* Oryou can install it later with apt-get

SSH Setup [ Help ]

You can choose to install the OpenSSH server package to enable secure remote
access to your server.

[¥] Install OpenSSH serwver

Import SSH identity: [ No ¥ ]
You can import your SSH keus from GitHub or Launchpad.

[ Done
[ Back

Qeok@y Hil @ @ Lefts
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Install System Software

e After rebooting you can log in with your account

« sudo apt-get -y install build-essential gdb
« sudo apt-get -y install openssh-server
« sudo apt-get -y install gcc-multilib g++-multilib

Qobh@e | =iEE e @ Left s

14



Network Setup

* Instead of typing commands directly to the VM instance

 You can use a terminal connected to the VM

e Port forwarding: real computer at 2222 to VM at 22(ssh)
ssh -p 2222 {account}@localhost

Ubuntu - Network

EEmQPes O B

General System Display Storage Audio Network Ports Shared Folders User Interface

Name Protocol Host IP Host Port Guest IP Guest Port @

SSH TCP 127.0.0.1 2222 22 &

Settings > Network > Advanced > Port forwarding

15



Alternative: Network Setup for UTM

 Set Network Mode to Emulated VLAN to activiate the

Port forwarding submenu

* Add the same rule to the previous slide

UTM N A —
® + E] Linux @ @ O > e
A Linux ‘:'
/‘..\ Standard PC (Q35 + ICH...
@ Information Hardware
@ System Network Mode Emulated VLAN
® QEMU Emulated Network Card Intel Gigabit Ethernet (€1000)
(&3 Arguments MAC Address OE:C4:D6:56:B2:99 Random
Input Show Advanced Settings
@ Sharing
UTM
. + ED Linux
() Display
A o ®
.~ Standard PC (Q35 + ICH...
% Port For... . Protocol Guest Address Guest Port
@ Information
<) Sound
£} System TCP 22
+ New... v
® QEMU
{A3 Arguments
/A IDF Drive
Input
@ Sharing
S lra-
. (O Di
¢ Shared Directory 1splay
@ Network
& CD/DVD
/ % Port For...
<)) Sound
+ New... v

Host Address Host Port

22222
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Almost Done!!

* You can connect to your VM like a remote server

Ubuntu 20.04.5 LTS splabz022012345 ttyl

- ) woongsul — wsul@splab2022012345: ~ — ssh -p 2222 wsul@localhost — 93x35
splab2022012345 login: wsul
Password: ~ — wsul@splab2022012345: ~ — ssh -p 2222 wsul@localhost

HWelcome to Ubuntu 20.04.5 LTS (GHUALinux 5.4.0-155-generic

# Documentation: https:/shelp.ubuntu.com

* Management : https://landscape.canonical.com

B iy A woongsul@ :~$ ssh -p 2222 wsul@localhost

# Support: ttps://ubuntu. comsadvantage

e LB R4 s 1 wsul@localhost's password:

system information as of Tue 05 Sep 2023 07:36:46 AM uTc Welcome to Ubuntu 20.@4.5 LTS (GNU/Linux 5.4.0-155-generic x86_64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System load: 0.19 Fror R
Usage of /: 41.5% of 29.42GB Users logged in:
Memory usage: 15% IFv4 address for enp0s3:
Swap usage: [0
System information as of Tue @5 Sep 2023 07:35:07 AM UTC
# Strictly confined Kubernetes makes edge and IoT secure.
just raised the bar for easy, resilient and secure Kgs ¢ System load: 0.3 Processes: 113
Usage of /: 41.5% of 29.42GB  Users logged in: 0
https: s/ ubuntu.coms/engages/secure-kubernetes-at-the-edge Memory usage: 15% IPv4 address for enp@s3: 10.0.2.15
Swap usage: 0%
66 updates can be applied immediately.
To see these additional updates run: apt list --upgradable * Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

The list of awailable updates is more than a week old. https://ubuntu.com/engage/secure-kubernetes-at-the-edge
To check for new updates run: sudo apt update

.04.3 LTS' availahle. 66 updates can be applied immediately.
Fun 'do-release-upgrade' to upgrade to it. To see these additional updates run: apt list --upgradable

Last login: Tue Sep 5 07:35:13 UTC 2023 on ttyl The list of available updates is more than a week old.
wsu 1@ E To check for new updates run: sudo apt update

New release '22.04.3 LTS' available.

Run 'do-release-upgrade' to upgrade to it.

Last login: Tue Sep 5 07:28:24 2023
wsul@ ~$




Remote Access to Your VIV

ssh -p {port} {account}@localhost
e Terminal.app for MacOS users

* PowerShell or gitbash for Windows users

* You may need env setup

Control panel > System and Security > Advanced > Environment Variables

Add {OpenSSH directory path} on "Path"

(= PAES- NES-E X [N %
2HE s EY
A B, O 5 A|IAS U E0H , A|lAH HFEE OZ JHEYO IS A2 ES A
O] LS BETT B2KE 2250 BT C:#Program Files (x86)#NetSarang#Xshell 6% MZ BHS7|(N)
Hojm = = e - q ;
o0& = HEEHO| O3 7|2 H! Hs C:wProgram Files#Java¥jdk-11.0.1%bin B
AZtEDL ZEHM 27, 228 AS X 7MY 0122 C:#Windows#System32 BTG
2| Ak -
G zx 22X Windows E{7 C:wUsersw wAppDatawLocal#Programs#Python#Pyth
§ 27 23 Windows 10 Home 220 Sllsersh $ApoDatat ocalwProgramswPython#Pyth... XOHE7|(B)...
- C:#Windows#System32#Openssh
G 128 Es © 2018 Microsoft Corporal Agx ZEg i = NRO)
e s RRERR AR Es i
Al=g 23()...
ZEMAM: A= 0IF (V)
HXE H22|RAM): S
e AlAS AR AJAS OF O C|HZ BE Or2f = 0| F(0)
22 &
3 EHA 22mM.
SMAE WM
[ szoany |

2z g
Of Cit Ar8XH Bi5(U)
-2 @ A
OneDrive C:#Usersi [#OneDrive
OneDriveConsumer C:#Users¥ WOneDrive
Path C:WUsersW WAppDatatiocal...
PT6HOME C:#Program Files (x86)#Cisco Packet Trace... ,
ME ZE7IN). HTE 4H([D)
AN2E B3(S)
-2 2@ (o)
Q {indows N
Path C:wProgram Files (x86)¥NetSarang#Xshell
PATHER OV EXE, BAT UMD, VEG, VEE. 1o Jor. W

PROCESSOR_ARC... AMD64
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Almost Done!!

* You can connect to your VM like another remote server

Ubuntu 20.04.5 LTS splabz022012345 ttyl

- ) woongsul — wsul@splab2022012345: ~ — ssh -p 2222 wsul@localhost — 93x35
splab2022012345 login: wsul
Password: ~ — wsul@splab2022012345: ~ — ssh -p 2222 wsul@localhost

HWelcome to Ubuntu 20.04.5 LTS (GHUALinux 5.4.0-155-generic

# Documentation: https:/shelp.ubuntu.com

* Management : https://landscape.canonical.com

B iy A woongsul@ :~$ ssh -p 2222 wsul@localhost

# Support: ttps://ubuntu. comsadvantage

e LB R4 s 1 wsul@localhost's password:

system information as of Tue 05 Sep 2023 07:36:46 AM uTc Welcome to Ubuntu 20.@4.5 LTS (GNU/Linux 5.4.0-155-generic x86_64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System load: 0.19 Fror R
Usage of /: 41.5% of 29.42GB Users logged in:
Memory usage: 15% IFv4 address for enp0s3:
Swap usage: [0
System information as of Tue @5 Sep 2023 07:35:07 AM UTC
# Strictly confined Kubernetes makes edge and IoT secure.
just raised the bar for easy, resilient and secure Kgs ¢ System load: 0.3 Processes: 113
Usage of /: 41.5% of 29.42GB  Users logged in: 0
https: s/ ubuntu.coms/engages/secure-kubernetes-at-the-edge Memory usage: 15% IPv4 address for enp@s3: 10.0.2.15
Swap usage: 0%
66 updates can be applied immediately.
To see these additional updates run: apt list --upgradable * Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

The list of awailable updates is more than a week old. https://ubuntu.com/engage/secure-kubernetes-at-the-edge
To check for new updates run: sudo apt update

.04.3 LTS' availahle. 66 updates can be applied immediately.
Fun 'do-release-upgrade' to upgrade to it. To see these additional updates run: apt list --upgradable

Last login: Tue Sep 5 07:35:13 UTC 2023 on ttyl The list of available updates is more than a week old.
wsu 1@ E To check for new updates run: sudo apt update

New release '22.04.3 LTS' available.

Run 'do-release-upgrade' to upgrade to it.

Last login: Tue Sep 5 07:28:24 2023
wsul@ ~$




Finally Done!!

* Make sure that your VM appears as an x86 system

(o [ ] woongsul — wsul@splab2022012345: ~[Projects/test — ssh -p 2222 wsul®@localhost — 93x35

~ — wsul@splab2022012345: ~/Projects/test — ssh -p 2222 wsul@localhost aF

1200: 48 83 c4 08 add $0x8,%rsp
1204: c3 retq
wsule s cat hello.c
#include <stdio.h>

int main(void) {

int id = 2023123456;
printf("Hello %d!\n", id);
return 0;

I

wsul@ s Ivi

vi hello.c

wsul@ .

wsul@ : cat hello.c

#include <stdio.h>

int main(void) {
printf("Hello World!\n");
return 0;

}
wsul@ : gcc hello.c -o hello

wsul@ : objdump -d hello | head

hello: file format elf64-x86-64

Disassembly of section .init:

0000000000001000 <_init>:

1000: f3 of le fa endbro64

1004: 48 83 ec 08 sub $0x8,%rsp

1008: 48 8b 05 d9 2f 00 00 mov Ox2fd9(%rip),%rax
>
wsule 3 $

# 3fe8 <__gmon_start_
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